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Introduction

● IoT and embedded devices

– Increasingly present in any computing environment

– May be vulnerable/exploitable

– Rely on network connectivity

– Often administered through web interfaces

– Depend on and run firmware packages
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Introduction

● IoT and embedded firmware packages

– Software that runs on intended IoT and embedded devices

– Contain many software features and modules

– May contain bugs/vulnerabilities

– Can yield richer knowledge if analyzed in similar clusters rather than alone
● E.g., diffing consecutive versions and patches
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Introduction

● The number of IoT devices in 2016 was around 6-7 billions [GAR15]

● The number of IoT firmware packages in 2014 was at least in the range of 
hundreds of thousands [COS14]

● Manual analysis and triage does not scale
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Introduction: Research problems

● We formulate the following research problems

– How to automatically label the brand and the model of the device for which 
the firmware is intended

– How to automatically identify the vendor, the model, and the firmware 
version of an arbitrary web-enabled online device
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Introduction: Real-world attacks

● "DNSChanger EK" (Dec 2016) [PRO16]

– Also "CSRF (Cross-Site Request Forgery) SOHO Pharming" (2015)
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Introduction: Real-world attacks
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Introduction: Real-world digital investigations

● „Mapping Mirai: A Botnet Case Study“ (Oct 2016) [MAL16]

– Mirai – perhaps the most disruptive and well-known DDoS botnet
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Introduction: Real-world CVE management

● CVE-2013-5637, CVE-2013-5638 – Consecutive/similar firmware clustering 
allows proper identification of impacted components [COS14]
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Contributions

● We propose and study the firmware features and the ML algorithms in the 
context of firmware classification

● We research the fingerprinting and identification of web-enabled embedded 
devices and their firmware version

● We present and discuss direct practical applications for both techniques
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Firmware Classification: Related Work

● Clemens [CLE15]

● Context focused on

– Explosion of different types of devices and myriad of executable code 
(firmware, mobile apps, etc.)

– Automating digital forensic for forensic analysis, reverse engineering, or 
malware detection

● Their dataset over 16000 code samples from 20 (embedded) architectures

● Their classifiers achieve very high accuracy with relatively small sample sizes
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Firmware Classification: Dataset

● Total Firmware Vendors: 13

● Total Firmware Files: 215

● Firmwares Per Vendor: 5(min)/54(max)/16(avg)

● Dataset: www.firmware.re/ml/ 
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Firmware Classification: Features

● Firmware File Size

● Firmware File Content Properties (output of „ent“, except bytes frequency)

● Firmware File Strings (class strings, class unique strings)

● Fuzzy Hash Similarity (threshold-based binary value feature)
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Firmware Classification: Evaluation

● ML: Decission Tree (DT) and Random Forests (RF) from sklearn

● Training/Evaluation points

– Training sets size 10% and 90% of each firmware class

– Training sets increment 10% at each evaluation point
● At each training/evaluation point

– Runs 100 times with new random choice of training set data

– Runs both DT and RF

– Runs four different sets of features

http://www.firmware.re/ml/
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Firmware Classification: Evaluation
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Firmware Classification: Results

● In summary:

– RF with „best“ features-set and 50% training reaches 93.5% accuracy

– „Best“ features-set was [size, entropy, entropy extended, category strings, 
category unique strings]

– Using only basic features [size, entropy] do not even reach 90% accuracy 
(either RF or DT)

– As expected
● Increased training set results in increased accuracy
● RF more accurate than DT



30th May 2017 Andrei Costin, IFIP SEC '17 22

Agenda

● Introduction

● Contributions

● Firmware Classification

● Device Fingerprinting

● Conclusions and Future Work

● Acknowledgements and Q&A



30th May 2017 Andrei Costin, IFIP SEC '17 23

Device Fingerprinting: Related Work

● Samarasinghe and Mannan [SAM16]

● Context focused on the study of weak SSL/TLS in IoT/embedded devices

● Performed IoT/embedded device fingerprinting

● Used HTTPS web-interface and certificates of IoT/embedded devices
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Device Fingerprinting: Dataset

● Total Devices: 31

– Emulated Devices: 27
● Vendors: 3
● Functional categories: 7

– Physical Devices: 4
● Vendors: 2
● Functional categories: 4
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Device Fingerprinting: Features

● Total Features: 6

● HTTP Web Sitemap

● HTTP Finite-State Machine (FSM)

– Model able to learn the headers’ order of an HTTP response

– Use this order to classify an unknown HTTP conversation
● Cryptographic Hashing and Fuzzy Hashing for each sitemap entry

– HTML Content

– HTTP Headers
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Device Fingerprinting: Evaluation

● Feature ranking/scoring

– „Majority voting“

– „Uniform weights“

– „Non-uniform weights“ (empirical weights)

– „Score fusion“

– Future work: use (un)supervised ML
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Device Fingerprinting: Results

● In summary:

– On average 89.4% identification accuracy

– Cryptographic hash of HTML content most „stable“ feature

– Fuzzy hash of HTTP headers least „stable“ feature

– „Majority voting“ yielded most accurate matching
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Conclusions

● We presented two complementary techniques for IoT firmware/devices

– Embedded firmware supervised learning and classification

– Embedded web interface fingerprinted identification

● We achieved average accuracies of 93.5% and 89.4% respectively

● We presented practical use-cases for our techniques

● Our scripts and datasets will be updated at: www.firmware.re/ml/ 
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Future Work

● Larger and more varied datasets for both techniques

● Unsupervised automated firmware emulation and vulnerability discovery 
[COS16]

● Unsupervised and more scalable ML for both techniques

● Evaluation of more ML algorithms with more parameters and features
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Q&A

● Questions, suggestions, ideas?

www.firmware.re/ml/ 

ancostin@jyu.fi 

andrei@firmware.re 

Twitter: @costinandrei
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